Post-Secondary CTAG Submission Template
Full details on submission criteria for each CTAG can be found here.
	CTIT014 PC Operating System, Hardware Operation and Maintenance/A+	
	Information Technology

	Institution Course #
	

	Institution Course Title
	

	Campuses (Main, Regional)
	

	Beginning Term (when is (was) it offered for the first time?)
	

	Credit Hours (including the entire course, lecture/lab)

	

	Co-/Pre-requisite 

	

	Catalog Description

	

	Textbook/Lab Manual

	ISBN:
Title:
Publisher:
Author:
Edition:
Copyright Year:
Additional Notes:

	Outside Readings/Ancillary Materials/ Instructional Resources

	Note: If you are using open source materials, please provide a complete list and web URL for all open source materials being used/considered for the course.

	Instructional Goals or Objectives

	

	Description of Assessment and/or Evaluation of Student Learning

	(Graded Assignments Including Points and Grading Scale)

	Note - A working copy of a course syllabus is required, and a course schedule is recommended.  Sample assignments may be attached as well.

		
	
	

	
	
	



	Your Students’ Learning Experiences and Evidence to Meet Each Learning Outcome
	Time on Each Outcome

	
Learning Outcomes: 
	Please provide in details the learning and assessment activities and exercises that students undergo in order to meet all of the learning outcomes.  
	Estimate the time spent on each learning outcome.  Please use percentages and make sure that the total percentage comes to be 100%.

	Explain, compare and contrast common hardware components of a modern personal computer including storage devices, motherboards, power supplies, processors, memory, display, printers and other peripherals.*
	
	

	Install and configure hardware and software components including printers, multimedia devices, scanners, video devices, etc.*
	
	

	 Interpret common hardware and software symptoms and apply appropriate troubleshooting methods to resolve the identified problems.*
	
	

	Compare and contrast common versions of the Windows operating system, their features, installation methods and utilities.*
	
	

	Summarize basic networking fundamentals including devices (hubs, switches, routers, etc.), protocols (TCP/IP, HTTP, FTP, SMTP, etc.), media (UTP, STP, fiber or coaxial) and types (wireless, Bluetooth, cellular and others).*
	
	

	 Explain basic principles and concepts of securing networks and devices including encryption, firewalls, authentication, authorization, malicious software, etc.*
	
	

	Outline appropriate operational procedures to address safety and environmental issues and their impact on customers.* 
	
	

	Install, configure, maintain, troubleshoot and repair components of a modern personal computer, both desktop and laptop, including storage devices, motherboards, processors, memory, adapters and printers using appropriate tools.*
	
	

	Differentiate between recent versions of Windows Client Operating Systems in their directory structure including user folder locations, program files, temporary files and offline files and folders.*
	
	

	. For recent versions of Windows Client Operating Systems, use system utilities (device manager, disk management, administrative tools, task manager, etc.) and command line tools (msconfig, chkdsk, copy, format, ipconfig, pint, etc.) to troubleshoot and resolve issues.*
	
	

	Troubleshoot and resolve client networking problems using protocol (TCP/IP, FTP, SMTP, etc.) settings, firewall configuration settings and system tools (ping, tracert, nslookup, ipconfig, etc.).*
	
	

	. Install and configure a fully featured small office or home office (SOHO) network including a shared broadband connection (DSL, cable, ISDN or satellite), wireless devices using encrypted communication methods, routers/access points, bluetooth and firewall devices.*
	
	

	Install and configure system software to reduce the risk of malware infection via scheduled system scans and signature updates and identify, quarantine and repair infected systems.*
	
	

	Increase operating system security by managing local users and groups, file and folder permissions, share permissions, encryption and BIOS security.*
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