Post-Secondary CTAG Submission Template
Full details on submission criteria for each CTAG can be found here.
	CTIT015 CompTIA Security+
	Information Technology

	Institution Course #
	

	Institution Course Title
	

	Campuses (Main, Regional)
	

	Beginning Term (when is (was) it offered for the first time?)
	

	Credit Hours (including the entire course, lecture/lab)

	

	Co-/Pre-requisite 

	

	Catalog Description

	

	Textbook/Lab Manual

	ISBN:
Title:
Publisher:
Author:
Edition:
Copyright Year:
Additional Notes:

	Outside Readings/Ancillary Materials/ Instructional Resources

	Note: If you are using open source materials, please provide a complete list and web URL for all open source materials being used/considered for the course.

	Instructional Goals or Objectives

	

	Description of Assessment and/or Evaluation of Student Learning

	(Graded Assignments Including Points and Grading Scale)

	Note - A working copy of a course syllabus is required, and a course schedule is recommended.  Sample assignments may be attached as well.

		
	
	

	
	
	



	[bookmark: _GoBack]Your Students’ Learning Experiences and Evidence to Meet Each Learning Outcome
	Time on Each Outcome

	
Learning Outcomes: 
	Please provide in details the learning and assessment activities and exercises that students undergo in order to meet all of the learning outcomes.  
	Estimate the time spent on each learning outcome.  Please use percentages and make sure that the total percentage comes to be 100%.

	Implement practices to properly harden operating systems and application software on a continuing basis.*
	
	

	Identify commonly used ports and protocols, in both wired and wireless communications, their vulnerabilities and methods to mitigate those vulnerabilities.*
	
	

	 Identify and implement software and hardware tools (IP scanning, packet sniffing, and others) to increase network security.*
	
	

	Conduct risk and vulnerability assessments and implement appropriate plans to mitigate common risks and vulnerabilities.*
	
	

	Implement procedures to properly log system events, review those logs and audit security settings on a regular basis.*
	
	

	Explain and implement redundancy planning, disaster recovery and incident response as means to provide business continuity.*
	
	

	Explain the impact of organizational policy, state and federal legislation, and environmental controls on security planning.*
	
	

	Compare and contrast access control methods including role based, discretionary, mandatory and rule based and implement appropriately to secure network resources.*
	
	

	Summarize and deploy various authentication methods including password based, biometric and certificate based models.*
	
	

	Explain general cryptographic concepts including hashing, symmetric and asymmetric encryption, digital certificates and public key infrastructure (PKI).*
	
	

	Explain secure protocols including Secure Socket Layer (SSL) and IPSec to provide encrypted communication.*
	
	



